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DESCRIPTION 

DIGITAL RECORDING APPARATUS, DIGITAL REPRODUCING 
APPARATUS, DIGITAL RECORDING/REPRODUCING APPARATUS, 
ENCRYPTION APPARATUS, DECRYPTION APPARATUS, 
ENCRYPTION METHOD, AND DECRYPTION METHOD 

TECHNICAIi FIELD 

The present invention relates to a digital 
recording apparatus, a digital recording/reproducing 
apparatus, and a digital recording/reproducing apparatus, 
which record or reproduce video information, audio 
information and the other data on or from a hard disk, an 
optical disk or a memory, and an encryption apparatus, a 
decryption apparatus, an encryption method, and a 
decryption method . 

BACKGROUND ART 

When a video signal is recorded from a TV tuner, a 
video camera and the like, an operator operates a record 
button at a desired point in time. However, since it 
takes a specified period of time to start up a digital 
recording apparatus, recording is begun in a specified 
period of time after the operator operates the record 
button. To avoid this problem, there is proposed a 
method for recording a video signal once in a memory 
until the start-up is completed and recording the data 
stored in the memory onto a recording medium after the 
start-up is completed (see, for example, patent document . 
1) . 

Patent document 1: Japanese Patent Kokai (Laid- 
Open) Publication No. 08-306133 (pp. 2 to 4 and FIGs. 1 
to 3) 
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DISCLOSURE OF THE INVENTION 

PROBIiEMS TO BE SOLVED BY THE INVENTION 

The above-mentioned method is a measure at a time 
of start-up in the recording/reproducing of a signal that 
does not need to be encrypted, and is intended entirely 
for data that does not need to be encrypted. 

Recently, there are also programs, contents of 
which need to be protected in order to protect the 
copyrights. As to these programs, a digital recording 
signal needs to be encrypted and recorded on a recording 
medium, and the digital recording signal needs to be read 
from the recording medium and then to be decrypted. At 
present, most of programs do not need to protect their 
contents and hence if an encryption circuit and a 
decryption circuit can be activated only when necessary, 
power consumption can be reduced. In this case, there is 
a problem that when data needs to be encrypted or 
decrypted (decoded) because of particularly changing a 
program or the like in the process of recording or 
reproducing, a program cannot be recorded or reproduced 
during start-up of the encryption circuit or the 
decryption circuit because it takes a specified period of 
time to start up the encryption circuit or the decryption 
circuit . 

The present invention has been made to solve the 
above-mentioned problem. The object of the present 
invention is to provide a digital recording apparatus, a 
digital reproducing apparatus , and a digital 
recording/ reproducing apparatus, which can record or 
reproduce data from a time when a request is made 
regardless of whether or not the data needs to be 
encrypted or decrypted, and an encryption apparatus, a 
decryption apparatus, an encryption method, and a 
decryption method , 



2 



546701WOT 



MEANS FOR SOLVING THE PROBLEMS 

The present invention is a digital recording 
apparatus including: a data control circuit which 
receives a digital recording signal; a memory which is 
capable of communicating information with the data 
control circuit; an encryption circuit which is capable 
of communicating information with the data control 
circuit, the encryption circuit encrypting the digital 
recording signal; a recording unit which is controlled by 
the data control circuit, the recording unit recording 
the digital recording signal on a recording medium; and a 
recording signal processing circuit which causes the data 
control circuit to control transmission of the digital 
recording signal. When the digital recording signal 
needs to be encrypted, the encryption circuit begins to 
start up and the digital recording signal is transmitted 
from the data control circuit to the memory to be stored 
in the memory during start-up of the encryption circuit. 
When the encryption circuit becomes capable of operation, 
the digital recording signal stored in the memory is 
transmitted via the data control circuit to the 
encryption circuit and is encrypted by the encryption 
circuit to be recorded in the recording unit. 

Further, the present invention is a digital 
reproducing apparatus including: a reproducing unit which 
reproduces a digital recording signal from a recording 
medium; a data control circuit which controls the 
reproducing unit and outputs a reproduced digital 
recording signal; the memory which is capable of 
communicating information with the data control circuit; 
a decryption circuit which is capable of communicating 
information with the data control circuit, the decryption 
circuit decrypting the digital recording signal; and a 
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recording signal processing circuit which causes the data 
control circuit to control transmission of the digital 
recording signal. When the digital recording signal 
encrypted and recorded on the recording medium needs to 
be decrypted and reproduced, during start-up of the 
decryption circuit, the digital recording signal having 
been stored before start-up of the decryption circuit is 
outputted via the data control circuit. When the 
decryption circuit is capable of operation, the digital 
recording signal read by the reproducing unit is 
transmitted via the data control circuit to the 
decryption circuit and is decrypted by the decryption 
circuit to be outputted. 

An encryption apparatus of the present invention 
includes: a storage unit which stores a digital signal; 
an encryption unit which encrypts the digital signal; an 
encryption key generation unit which generates an 
encryption key for enabling the encryption unit; a 
determination unit which determines whether or not the 
digital signal needs to be encrypted by the encryption 
unit; and a control unit which controls the storage unit 
and the encryption unit in such a way that when the 
determination unit determines that the digital signal 
does not need to be encrypted, the digital signal is not 
encrypted by the encryption unit and the digital signal 
stored in the storage unit is outputted, and when the 
determination unit determines that the digital signal 
needs to be encrypted, the digital signal from a time of 
the determination to a time when the enabling of the 
encryption unit is completed by the encryption key .is 
stored in the storage unit and is encrypted by the 
encryption circuit to be outputted after the enabling of 
the encryption unit is completed. 

A. decryption apparatus of the present invention 
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includes: a storage unit which stores a digital signal; a 
decryption unit which decrypts an encrypted signal of the 
digital signal; an encryption key generation unit which 
generates an encryption key for enabling the decryption 
unit; a determination unit which determines whether or 
not the digital signal needs to be decrypted by the 
decryption unit; and a control unit which controls the 
storage unit and the decryption unit in such a way that 
when the determination unit determines that the digital 
signal does not need to be decrypted, the digital signal 
is not decrypted by the decryption unit and the digital 
signal stored in the storage unit is outputted, and when 
the determination unit determines that the digital signal 
needs to be decrypted, the digital signal from a time of 
the determination to a time when the enabling of the 
decryption unit is completed by the encryption key is 
stored in the storage unit and is decrypted by the 
decryption circuit to be outputted after the enabling of 
the decryption unit is completed. 

Furthermore, an encryption method of the present 
invention includes the steps of: storing a digital 
signal; encrypting the digital signal; generating an 
encryption key for enabling a function of encrypting the 
digital signal; and determining whether or not the 
digital signal needs to be encrypted. When the 
determination is that the digital signal does not need to 
be encrypted, the digital signal is not encrypted and the 
stored digital signal is outputted. When the 
determination is that the digital signal needs to be 
encrypted, the digital signal from a time of the 
determination to a time when the function of encrypting 
is enabled is stored and is encrypted to be outputted 
after the enabling of the function of encrypting is 
completed . 
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Moreover, a decryption apparatus- of the present 
invention includes the steps of: storing a digital 
signal; decrypting an encrypted digital signal of the 
digital signal; generating an encryption key for enabling 
a function of decrypting the digital signal; and 
determining whether or not the digital signal needs to be 
decrypted. When the determination is that the digital 
signal does not need to be decrypted, the digital signal 
is not decrypted and the stored digital signal is 
outputted . When the determination is that the digital 
signal needs to be decrypted, the digital signal from a 
time of the determination to a time when the function of 
decrypting is enabled is stored and is decrypted to be 
outputted after the enabling of the function of 
decrypting is completed. 

ADVANTAGE OF THE INVENTION 

In the case where a program is changed from one 
program that does not need to be encrypted to another 
program that needs to be encrypted, the digital recording 
apparatus, the encryption apparatus, and the encryption 
method of the present invention enable the encryption 
circuit only when encryption is required without 
interrupting recording and can record data during a 
period of time from a time when the program that does not 
need to be encrypted is switched to the program that 
needs to be encrypted to a time when the above-mentioned 
recording/reproducing unit is ready to record an 
encrypted signal, on the above-mentioned recording medium. 
Therefore, they can record the program from a time when 
the operator operates a record button regardless of 
whether or not a program needs to be encrypted. 

Moreover, in the case where switching to data that 
needs to be decrypted is caused in the process of 
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reproducing, the digital reproducing apparatus, the 
decryption apparatus, and the decryption method of the 
present invention can continuously reproduce data without 
interrupting reproducing data also during a period of 
time from a time when the switching is caused to a time 
when the decryption circuit is enabled. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a system diagram showing one embodiment 
of a digital recording apparatus; 

FIG. 2 shows diagrams indicating data transition in 
a memory in one embodiment of a digital recording 
apparatus ; 

FIG. 3 is a system diagram showing one embodiment 
of a digital reproducing apparatus; 

FIG. 4 shows diagrams indicating data transition in 
a memory in one embodiment of a digital reproducing 
apparatus ; 

FIG. 5 is a system diagram showing one embodiment 
of a digital recording/reproducing apparatus; 

FIG. 6 shows diagrams indicating data transition in 
a memory in one embodiment of a digital 
recording/reproducing apparatus ; 

FIG. 7 shows diagrams indicating data transition in 
a memory in another embodiment of a digital 
recording/reproducing apparatus ; 

FIG. 8 shows diagrams indicating data transition in 
a memory in another embodiment of a digital recording 
apparatus ; 

FIG. 9 is a system diagram showing another 
embodiment of a digital recording apparatus; 

FIG. 10 is a system diagram showing another 
embodiment of a digital reproducing apparatus; and 

FIG. 11 is a system diagram showing another 
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embodiment of a digital recording/reproducing apparatus, 
DESCRIPTION OF REFERENCE NUMERALS 

I MPEG encoder, 2a second data control circuit, 
2b second data control circuit, 

2c third data control circuit, 3 CPU, 4 memory, 
5 encryption circuit, 6 interface, 

7 encryption key generation circuit, 8a-8c DVD drive, 

9 mutual authentication circuit, 10 decryption circuit, 

II MPEG decoder, 12 selector, 13 selector 

BEST MODE FOR CARRYING OUT THE INVENTION 

First Embodiment 

FIG. 1 is a system diagram showing one embodiment 
of a digital recording apparatus according to the present 
invention. A digital recording signal encoded by an MPEG 
encoder 1 is inputted to a first data control circuit 2a. 
The first data control circuit 2a is controlled by a CPU 
3 which is a recording signal processing circuit. 
Moreover, the first data control circuit 2a is 
electrically connected to a memory 4 (storage unit) that 
is a storage unit for storing a digital signal, an 
encryption circuit 5 for encrypting a digital signal, and 
an interface (I/F) 6. The encryption circuit 5 is 
electrically connected to an encryption key generation 
circuit 7 for generating an encryption key required to 
enable the encrypt ion . circuit 5. The first data control 
circuit 2a can control a DVD drive 8a as a recording unit 
via the interface 6 to record information on a recording 
medium (not shown in the figure) . The DVD drive 8a may 
have both a recording function and a reproducing function. 
The mutual authentication circuit 9 is electrically 
connected to the interface 6 and the encryption key 
generation circuit 7 and performs mutual authentication 
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with the DVD drive 8a via the interface 6. Specifically, 
the DVD drive 8a and the mutual authentication circuit 9 
perform the mutual authentication, in which each of the 
DVD drive 8a and the mutual authentication circuit 9 
confirms that the other is a regular device. Thereafter, 
the DVD drive 8a reads the information of the base of an 
encryption key, which is the individual information of 
the recording medium, from the recording medium, encrypts 
the read information, and sends the encrypted information 
to the mutual authentication circuit 9 in order to 
prevent information from leaking to somewhere else by the 
interface 6 and from being decrypted. The mutual 
authentication circuit 9 decrypts the encrypted 
information of the base of an encryption key and 
transmits the information to the encryption key 
generation circuit 7 . The encryption key generation 
circuit 7 generates an encryption key from the 
information of the base of an encryption key and 
transmits the encryption key to the encryption circuit 5. 

Hereinafter, the generation of the encryption key 
will be described in detail. In a recording medium such 
as a DVD disk, the information of the base of an 
encryption key is recorded in a management information 
area where management information is recorded. When 
information to be encrypted is recorded in the recording 
medium, content information is encrypted by the use of an 
encryption key generated from the information of the base 
of the encryption key recorded in the recording medium 
and then recorded. Meanwhile, when the encrypted 
information is reproduced from the recording medium, the 
encrypted information is decrypted by the use of an 
encryption key generated from the information of the base 
of an encryption key recorded in the recording medium and 
then reproduced. There is a possibility that when the 
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information of the base of an encryption key is read from 
the recording medium and is passed through the interface 
6, the information will be read and deciphered. 
Therefore, the information of the base of an encryption 
key is encrypted by an encryption key for key transfer 
(hereinafter referred to as a ^'bus key for key transfer") 
and then transmitted. The bus key for key transfer is 
generated by the mutual authentication, in which each of 
the DVD drive 8a and the mutual authentication circuit 9 
confirms that the other is a regular device. When a DVD 
disk is put into the DVD drive 8a, the DVD drive 8a sends 
a prototype (A) of the bus key that the DVD drive 8a 
itself has to the mutual authentication circuit 9. The 
DVD drive 8a and the mutual authentication circuit 9 
compute the bus key (A) independently of each other from 
the prototype (A) of this bus key. The mutual 
authentication circuit 9 transfers the bus key (A) of 
computation result to the DVD drive 8a and the DVD drive 
8a compares result computed by the DVD drive 8a itself to 
verify that the same bus keys (A) are generated. Next, a 
prototype (B) of the bus key that the mutual 
authentication circuit 8 itself has is transferred from 
the mutual authentication circuit 8 to the DVD drive 8a 
and then the computation is performed in a similar manner 
and the mutual authentication circuit 8 verifies that the 
bus keys (B) that they mutually compute agree with each 
other. In this manner, when it is verified that the bus 
keys (A) agree each other and that the bus keys (B) agree 
each other, the DVD drive 8a and the mutual 

authentication circuit 9 generate the above-mentioned bus 
keys for key transfer from the bus key (A) and the bus 
key (B) , respectively. Next, to generate an encryption 
key from the information of the base of an encryption key 
on the recording medium, the DVD drive 8a encrypts the 
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information of the base of an encryption key on the 
recording medium by the bus key for key transfer and 
sends the encrypted information to the mutual 
authentication circuit 9 . The mutual authentication 
circuit 9 decrypts the received information by the use of 
the bus key for key transfer to thereby make the 
information of the base of an encryption key. The key 
generation circuit 7 generates an encryption key from 
this information of the base of an encryption key. This 
encryption key is transmitted to the encryption circuit 5, 
whereby the encryption circuit 5 is brought to an active 
state. 

By the way, since processing relating to copy 
management needs to be performed as to the recording 
medium such as a DVD, and hence the recording medium is 
obliged to encrypt and record a digital recording signal 
of a program, copyright of which needs to. be protected 
and is allowed to record the digital recording signal 
once by a CGMS (Copy Generation Management System) . The 
CGMS signal is included in a part of a video signal and 
it is determined by the CPU 3 whether or not the digital 
recording signal needs to be encrypted. 

However, most of programs of analog broadcasting 
broadcast by common terrestrial waves are programs, 
copyrights of which do not need to be protected by the 
CGMS. When such programs are recorded, the programs may 
be recorded on the recording medium without being 
encrypted by the encryption circuit 5. However, when a 
program that does not need to be encrypted is switched in 
the middle of being recorded to a program that needs to 
be encrypted, the encryption circuit 5 needs to be 
enabled to encrypt the program and the encrypted program 
needs to be recorded on the recording medium by the DVD 
drive 8a . 



11 



546701WOT 



An operation will be described. FIG. 2 shows 
diagrams indicating data transition in the memory 4 in 
one embodiment of a digital recording apparatus according 
to the present invention. FIG. 2A shows data flowing 
through the first data control circuit 2a and FIG. 2B 
shows a change in an amount Sra of data of a recording 
area in the memory 4 in time series. When a recording 
medium is put into the apparatus by an operator, the CPU 
3 gives the DVD drive 8a a start-up command via the first 
data control circuit 2a and the interface 6. The DVD 
drive 8a begins rotating the recording medium and sets 
various servos and reads information necessary for 
recording data on the recording medium. Thereafter, the 
DVD drive 8a informs the CPU 3 of the completion of 
preparation via the first data control circuit 2a, Then, 
when a request of recording a program, copyright of which 
does not need to be protected by the CGMS is made, the 
CPU 3 instructs the MPEG encoder 1 to encode a digital 
recording signal and to input it to the first data 
control circuit 2a. Each time the MPEG encoder 1 
finishes encoding a specified amount of digital recording 
signals, the MPEG encoder 1 transfers data to an area in 
the memory 4 assigned for recording via the first data 
control circuit 2a. This data transfer is finished in a 
short time because data is transferred between memories 
at a transfer rate of several hundreds Mbit/sec or more. 
The data is transferred via the first data control 
circuit .2a and the interface 6 to the DVD drive 8a and is 
recorded on the recording medium of the DVD drive 8a. 
Since a rate at which the DVD drive 8a writes data to the 
recording medium is approximately several tens Mbit/sec 
and hence writing data to the recording medium takes 
several times as long as a period required to transfer 
data to the memory 4 . 



12 



546701WOT 



When a program being recorded is switched at a time 
T4 in midstream to a program that needs to be encrypted, 
the CPU 3 determines from the CGMS that the program needs 
to be encrypted and instructs the interface 6 via the 
first data control circuit 2a to temporarily stop reading 
data from the memory 4 and recording data on the 
recording medium. However, since there are no 
instructions for the MPEG encoder 1 to stop encrypting 
data, the data of digital recording signal is 
continuously stored in an area in the memory 4 assigned 
for recording. At this time, as to the vacant capacity 
of the recording area in the memory 4 , in order to 
prevent overflow during a period of time until the 
encryption circuit 5 is enabled, an amount of data in the 
recording area in the memory 4 needs to surely be not 
more than Sr3. When the vacant capacity of the recording 
area in the memory 4 surely is not more than Sr3 , data is 
continuously recorded on the recording medium from the 
memory 4 and when sufficient vacant capacity is secured, 
writing data to the recording medium is stopped. 

During a period o.f time after a determination point 
in time when it is determined that the data needs to be 
encrypted until the enabling of the encryption circuit 5 
is completed by the encryption key, as described above, 
the DVD drive 8a and the mutual authentication circuit 9 
perform mutual authentication and read the information of 
the base of an encryption key from the recording medium, 
and the encryption key generation circuit 7 generates an 
encryption key from the information and the encryption 
circuit 5 is enabled by the encryption key. 

When the encryption circuit 5 is enabled, the DVD 
drive 8a can record encrypted data. When the encryption 
circuit 5 is enabled at a time T5, the data stored in the 
memory 4 is transferred via the first data control 
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circuit 2a to the encryption circuit 5, is encrypted by 
the encryption circuit 5, and is returned again via the 
first data control circuit 2a to an area in the memory 4 
assigned for recording. Further, the data is outputted 
from an area in the memory 4 assigned for writing via the 
first data control circuit 2a to the interface 6 at a 
recording rate at which the DVD drive 8a can write data, 
and the DVD drive 8a restarts recording data on the 
recording medium. However, the data of the program that 
does not need to be encrypted remains in the memory 4 at 
this moment and hence the data that does not need to be 
encrypted is not encrypted. 

At this time, since an amount of data in the memory 
4 at a time T4 when a program being recorded is switched 
to a program that needs to be encrypted is not more than 
Sr3, assuming that the bit rate of encoding by the MPEG 
encoder 1 is x Mbit/sec and that the capacity of the 
recording area in the memory 4 is CI, a relationship 
formula of 

CI ^ X. X {T5 - T4) + Sr3 

needs to be satisfied. That is, when it is determined 
that a program needs to be encrypted, it is necessary to 
control an amount Sr3 of data in the memory 4 at a time 
T4 of determination to an amount of satisfying the above- 
mentioned relationship formula. In other words, the 
vacant capacity in the memory 4 needs to be not less than 
the capacity of storing the digital signal during a 
period of time after the determination point in time when 
it is determined that a program needs to be encrypted 
until the enabling of the encryption circuit 5 is 
completed by the encryption key. 

In this regard, when an amount Sr3 of data in the 
memory 4 is not secured at a time T4 of the determination 
when it is determined that a program needs to be 
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encrypted, the operation of recording data that does not 
need to be encrypted from the memory 4 on the recording 
medium is continuously performed and when sufficient 
vacant capacity is secured, the operation of recording 
data on the recording medium is stopped. Therefore, 
strictly speaking, an amount Sr3 of data in the memory 4 
does not need to be secured at the above-mentioned point 
T4 but may be secured at a time which is after a time T4 
and when the recording operation is stopped. 

Several to several tens kilobytes of capacity is 
large enough for the capacity of an area in the memory 4 
assigned for writing because data is recorded at once by 
the DVD drive 8a. 

Therefore, when a program being recorded by the DVD 
drive 8a is switched to a program that needs to be 
encrypted, a digital signal during a period of time after 
the CPU 3 determines that the program needs to be 
encrypted until the enabling of the encryption circuit 5 
is completed by an encryption key can be stored in the 
memory 4, and after the encryption circuit 5 is enabled, 
the digital signal can be encrypted and recorded on the 
DVD drive 8a. As a result, regardless of whether or not 
data to be recorded needs to be encrypted, always from a 
time when a request is made, the data can be receded on 
the recording medium such as a writing optical disk and a 
rewritable optical disk. 

Second Embodiment 

FIG. 3 is a system diagram of one embodiment of a 
digital reproducing apparatus according to the present 
invention. In the second embodiment, as compared with 
the first embodiment, there is provided a second data 
control circuit 2b which is capable of outputting a 
digital recording signal in place of the first data 
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control circuit 2a; a DVD drive 8b in place of the DVD 
drive 8a is a reproduction-only one; and in place of the 
encryption circuit 5, a decryption circuit 10 is 
electrically connected to the encryption key generation 
circuit 7 and the second data control circuit 2b. When 
the decryption circuit 10 has an. encryption key 
transferred from the encryption key generation circuit 7, 
just as with the encryption circuit 5, the decryption 
circuit 10 is enabled and can decrypt an encrypted 
digital recording signal. Moreover, in place of the MPEG 
encoder 1 in the first embodiment, an MPEG decoder 11 is 
electrically connected to the second data control circuit 
2b and the digital recording signal is decoded by the 
MPEG decoder 11 via the second data control circuit 2b. 
The DVD drive 8b may be such that has both of a recording 
function and a reproducing function. 

An operation will be described. FIG. 4 indicates 
diagrams showing the data transition in the memory 4 in 
one embodiment of the digital reproducing apparatus 
according to the present invention. FIG. 4A shows data 
flowing through the second data control circuit 2b in 
time series and FIG. 4B shows a change in an amount Srb 
of data of an area in the memory 4 for reading in time 
series. There will be described the operation when a 
digital recording signal that is not encrypted is 
switched to a digital recording signal that is encrypted 
while data is being read from the recording medium. 

When the DVD drive 8b reads data that is not 
encrypted from the recording medium, the data of the 
recording medium of the DVD drive 8b is recorded in an 
area in the memory 4 assigned for reading via the 
interface 6 and the second data control circuit 2b. At 
this time, it is determined by the CPU 3 that this data 
is data that is not encrypted and hence thereafter the 



16 



546701WOT 



data is outputted from the memory 4 via the second data 
control circuit 2b to the MPEG decoder 11. 

When the CPU 3 recognizes at a time T6 that the 
data is a program that needs to be decrypted, the CPU 3 
instructs the interface 6 via the second data control 
circuit 2b to temporarily stop reading data from the DVD 
drive 8b to the memory 4. However, a video decoded by 
the MPEG decoder 11 is being reproduced and hence, to 
prevent the video from being stopped on a display,, the 
digital recording signal is continuously delivered from 
the memory 4 to the MPEG decoder 11. At this time, as to 
the capacity of the area in the memory 4 assigned for 
reading, in order to continuously deliver the digital 
recording signal during a period of time until the 
enabling of the decryption circuit 10 is completed, an 
amount of data in the area in the memory 4 assigned for 
reading needs to be not less than an amount Sr4 of data. 
Assuming that an amount of data to be continuously 
outputted to the MPEG decoder 11 during a period of time 
from a time T6 to a time T7 is Ap, a relationship 
formula of 
Ap ^ Sr4 

needs to be satisfied. That is, when it is determined 
that the data needs to be decrypted, it is necessary to 
control an amount Sr4 of data in the memory 4 at a time 
T6 of determination to over an amount of data that 
satisfies the above-mentioned relationship formula, that 
is, is outputted during a period of time after a time T6 
of the determination until the enabling of the decryption 
circuit 10 is completed by an encryption key. This is 
because if Sr4 is not more than Ap, an amount of data of 
the digital recording signal in the area in the memory 4 
assigned for reading becomes 0 during process of enabling 
the decryption circuit 10 and hence reproduction cannot 
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be performed. Here, the digital signal outputted during 
a period of time until the enabling of the decryption 
circuit 10 is completed by the encryption key is a signal 
that does not need to be decrypted. 

While the reading of data from the recording medium 
is stopped, the DVD drive 8b and the mutual 
authentication circuit 9 perform mutual authentication 
and then the information of the base of an encryption key 
is read from the DVD drive 8b and an encryption key is 
generated by the encryption key generation circuit 7 and 
the decryption circuit 10 is enabled by the encryption 
key. When the decryption circuit 19 is enabled at a time 
T7, the data read after that a time from the DVD drive 8b 
is once stored in the area in the memory 4 assigned for 
reading and then is transferred via the second data 
control circuit 2b to the decryption circuit 10, is 
decrypted by the decryption circuit 10, then is again 
transferred via the second data control circuit 2b, and 
is once stored in an area in the memory 4 assigned for 
reproducing. Thereafter, the decrypted digital recording 
signal is decoded and outputted by the MPEG decoder 11. 

Therefore, even when a program is switched in the 
middle of being read from the DVD drive 8b to a program 
that needs to be decrypted, the digital signal already 
stored in the memory 4 can be outputted during a period 
of time after the determination point in time when the 
CPU 3 determines that the program needs to be decrypted 
until the enabling of the decryption circuit 10 is 
completed by the encryption key, and then after the 
enabling of the decryption circuit 10 is completed, the 
data read from the DVD drive 8b can be decrypted and 
outputted. As a result, regardless of whether or not the 
recording data needs to be decrypted, the data can be 
reproduced from the recording medium such as a 
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reproduction-only optical disk always from a time whe 
request is made. 



Third Embodiment 

In recent years, the recording/reproducing bit rate 
of a DVD drive is improved, and recording and reproducing 
can be performed on and from the same disk at the same 
time. This includes a case where a program being now 
recorded is reproduced and a case where another program 
different from a program being now recorded is reproduced 
In a case where another program different from a program 
being now recorded is reproduced, there is a case where 
recording a program that does not need to be encrypted is 
started first and then an encrypted program is reproduced 

FIG. 5 is a system diagram . showing one embodiment 
of a digital recording/reproducing apparatus according to 
the present invention. As compared with the first 
embodiment, the first digital control circuit 2a is 
replaced by a third data control circuit 2c, to or from 
which a digital recording signal can be inputted or 
outputted and which has both of functions of the first 
data control circuit 2a and the second data control 
circuit 2b, and the DVD drive 8a is replaced by a DVD 
drive 8c capable of recording and reproducing data. In 
addition to the case of the first embodiment, the 
decryption circuit 10 is electrically connected to the 
encryption key generation circuit 7 and the third data 
control circuit 2c. When the decryption circuit 10 has 
received an encryption key transferred from the 
•encryption key generation circuit 7 just as with the 
encryption circuit 5, the decryption circuit 10 is 
enabled and can decrypt the encrypted digital recording 
data. Moreover, the digital recording signal is 
transferred via the third data control circuit 2c to the 
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MPEG decoder 11 and is decoded by the MPEG decoder 11. 
With regard to the other points, the third embodiment is 
the same as the first and second embodiments. . 

An operation will be described. FIG. 6 shows the 
data transition in the memory 4 in one embodiment of the 
digital recording/reproducing apparatus according to the 
present invention. FIG. 6A shows data flowing through 
the third data control circuit 2c, and FIG. 6B shows a 
change in an amount Sra of data of an area for recording 
and a change in an amount Srb of data of an area for 
reading in the memory 4 in time series . 

Before a time T8, a program that does not need to 
be encrypted is recorded. When a request of reproducing 
an encrypted program recorded in the recording medium is 
made at a time T8, the CPU 3 instructs the third data 
control circuit 2c to interrupt the transfer of the 
digital recording data to the DVD drive 8c. At this time, 
the digital recording signal to be recorded is 
continuously flowed and hence the data of the encoded 
digital recording signal is continuously stored in an 
area in the memory 4 assigned for recording from the MPEG 
encoder 11 just as with the case before recording being 
interrupted. 

In order to enable the decryption circuit 10 in 
this interim, the DVD drive 8c and the mutual 
authentication circuit 9 perform mutual authentication 
and then, read the information of the base of an 
encryption key, and an encryption key is generated by the 
key generation circuit 7. The decryption circuit 10 is 
enabled by the generated encryption key and then the DVD 
drive 8c starts to read data from the recording medium at 
a time T9 . The read data is transferred via the third 
data control circuit 2c to the memory 4 and is once 
stored in the area in the memory 4 assigned for reading 
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and then is again transferred via the third data control 
circuit 2c to the decryption circuit 10. The data 
decrypted by the decryption circuit 10 is again 
transferred via the third data control circuit 2c to the 
memory 4 and is stored in an area in the memory 4 
assigned for reproducing- Further, when a specified 
amount of data is stored, the data is transferred to the 
MPEG decoder 11 that decodes the encoded data. 

When an amount Sra of data of an area in the memory 
4 assigned for recording exceeds a specified amount Sr5 
of data at a time TIO after a time T9 when the decryption 
circuit 10 is enabled, the stored data is transferred via 
the third data control circuit 2c to the interface 6 and 
writing the data to the recording medium by the DVD drive 
8c is restarted. 

At this time, assuming that an amount Sra of 
encoded data for recording, which remains in the memory 4 
just before temporarily stopping transferring the data to 
the DVD drive 8c, is SrlO, that a bit rate at which data 
is encoded by the MPEG encoder 1 is x, that a period from 
a time when reproduction is started to a time when the 
DVD drive 8c records data next time is (TIO - T8) , and 
that a capacity in the memory 4 assigned for recording is 
C2 , a relationship formula of 
C2 > SrlO + X X (TIO - T8) 
needs to be satisfied. 

Thereafter, the DVD drive 8c reads a specified 
amount of data and then writes the data to the recording 
medium each time an amount Sra of data of an area in the 
memory 4 assigned for recording is more than a specified 
amount Sr5 of data, and reads data from the recording 
medium each time an amount Srb of data of an area in the 
memory 4 assigned for reproducing becomes less than Srll. 

Therefore, even when a request of reproducing a 
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program that needs to be encrypted is made while the DVD 
drive 8c is recording a program that does not need to be 
encrypted, a digital signal for recording can be stored 
in the memory 4 during process of enabling the decryption 
circuit 10 and, after the enabling of the decryption 
circuit is completed, data read from the DVD drive 8c can 
be decrypted and reproduced, and at the same time ^can be 
recorded on the recording medium in the DVD drive 8c. As 
a result, regardless of whether or not the recording data 
needs to be encrypted, even in the process of recording 
data on the recording medium, the data can be reproduced 
always from a time when a request of reproducing is made. 

Fourth Embodiment 

In the third embodiment, there has been described a 
case where the encryption circuit 10 is enabled, and then 
reproduces the encrypted program in the middle of 
recording a program that does not need to be encrypted. 
However, a case will be described below where the 
encryption circuit 5 is enabled, and then records the 
data in the middle of reproducing a program that is not 
encrypted. The configuration of the digital 

recording/reproducing apparatus of this embodiment is the 
same as the configuration shown in FIG. 5 of the third 
embodiment . 

An operation will be described. FIG. 7 shows the 
data transition in the memory 4 in another embodiment of 
a digital recording/reproducing apparatus according to 
the present invention. FIG. 7A shows data flowing 
through the third data control circuit 2c and FIG. 7B . 
shows a change in an amount Sra of data for recording and 
a change in an amount Srb of data for reproducing in the 
memory 4 in time series. 

When a request of recording data is made at a time 
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Til in the middle of reproducing a program that is not 
encrypted, the CPU 3 instructs the MPEG encoder 1 to 
start to encode data and starts to transfer the data to 
an area in the memory 4 assigned for recording. Since a 
video data cannot be reproduced from the recording medium 
during process of enabling the encryption circuit 5, the 
enabling of the encryption circuit 5 is started after a 
time T12a when an amount Sr6 of data large enough for 
continuously reproducing the video on the display is 
stored in an area in the memory 4 assigned for 
reproducing. The DVD drive 8c and the mutual 
authentication circuit 9 perform mutual authentication, 
and then the key generation circuit 7 generates an 
encryption key from such information of the base of an 
encryption key that is recorded in the recording medium 
and the encryption circuit 5 is enabled at a time T12b on 
the basis of this encryption key. 

The flowing of data for recording the video and the 
reproducing of the video on the display need to be 
continuously performed even during process of enabling 
the encryption circuit 5, and hence the writing of the 
digital recording signal encoded by the MPEG encoder 1 to 
an area in the memory 4 assigned for recording is 
continuously performed. Moreover, the data in the area 
in the memory 4 assigned for reading is continuously 
supplied to the MPEG decoder 11. When an amount of data 
in the area assigned for recording is more than a 
specified amount Sr7 at a time T13 after. a time T12b when 
the enabling of the encryption circuit 5 is completed, 
the stored data is transferred via the third data control 
circuit 2c to the encryption circuit 5 and is encrypted 
by the encryption circuit 5. Further, the data is 
transferred via the third data control circuit 2c to the 
memory 4 and is again stored in an area in the memory 4 
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assigned for writing and then is again transferred via 
the third data control circuit 2c to the interface 6 and 
then the writing of the data to the recording medium is 
started by the DVD drive 8c. The writing of the data to 
the recording medium is continuously performed until an 
amount of data for recording decreases to Sr8. Further, 
when an amount of data in the area assigned for 
reproducing is less than Sr9 , the DVD drive 8 again 
starts to read data from the recording medium. 

As described just now, the reproducing of data from 
the recording medium cannot be performed during process 
of enabling the encryption circuit 5 and during a period 

of time until the data stored in an area in the memory 4 

i 

assigned for recording is written to the recording medium. 
Therefore, it is necessary to start the enabling of the 
encryption circuit 5 after an amount Sr6 of data enough 
to continuously reproduce the video on the display for 
these periods of time is stored in the area assigned for 
reproducing. Here, assuming that the bit rate of 
encoding the reproducing data is y Mbps , an amount Sr6 of 
data to be stored needs to satisfy a relationship formula 
of 

Sr6 > (T14 - Tl2a) X y. 

Moreover, assuming that a capacity to be secured at 
a minimum in an area in the memory 4 assigned for 
recording is C3 and that a time when the receding of data 
on the recording medium is restarted is T13, a 
relationship formula of 
C3 > (T13 - Til) X X 
needs to be satisfied. 

Therefore, even when a request of recording a 
program that needs to be encrypted is made while the DVD 
drive Be is reproducing a program that does not need to 
be encrypted, a digital signal for recording can be 
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stored in the memory 4 during process of enabling the 
encryption circuit 5 and after the enabling of the 
encryption circuit is completed, the digital signal can 
be encrypted and data can be receded and at the same time 
data in the recording medium of the DVD drive 8c can be 
reproduced. As a result, regardless of whether or not 
recording data needs to be encrypted, data can be 
recorded or reproduced on and from the recording medium 
always from a time when the request is made. 

Fifth Embodiment 

In the first embodiment, in the case where a 
request of recording is made just after a recording 
medium is inserted into an apparatus by an operator, it 
takes a certain measure of time to activate the DVD drive 
8a. There is a case where a request of recording a 
program, copyrights of which need to be protected, is 
made in an initial start-up of the DVD drive 8a. This 
case will be described below. 

A digital recording apparatus in the fifth 
embodiment is the same as that in the first embodiment 
and is the same as that shown in FIG. 1. 

An operation will be described. FIG. 8 indicates 
diagrams showing the data transition in a memory in 
another embodiment of a digital recording apparatus 
according to the present invention. FIG. 8A shows data 
flowing through the first data control circuit 2a, and 
FIG. 8B shows a change in the amount Sra of data of a 
recording area in the memory 4 in time series. 

When a recording medium is put into the apparatus 
by the operator, the CPU 3 gives the DVD drive 8a a 
start-up command via the first data control circuit 2a 
and the interface 6. The DVD drive Ba starts rotating 
the recording medium, sets various servos, and reads 
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information necessary for recording and reproducing data 
on and from the recording medium. After that the DVD 
drive 8a notifies the CPU 3 of the completion of 
preparation via the interface 6 and the first data 
control circuit 2a. When the operator makes a request of 
recording data that needs to be encrypted at a time Tl 
while the above-mentioned action is being performed, the 
CPU 3 instructs the MPEG encoder 1 to encode a digital 
recording signal and to input it to the first data 
control circuit 2a. At this time, the CPU 3 determines 
by the CGMS that the digital recording signal needs to be 
encrypted. Each time the MPEG encoder 1 finishes 
encoding a specified amount of data, the MPEG encoder 1 
transfers data via the first data control circuit 2a to 
an area in the memory 4 assigned for recording. This 
data transfer is finished in a short, time because data is 
transferred between memories at a transfer rate of 
several hundreds Mbit/sec or more. Thereafter, the data 
encoded by the MPEG encoder 1 is continuously stored in 
the memory 4 until the preparation of recording by the 
DVD drive 8a is completed. 

When the start-up of the DVD drive 8a is completed 
at a time T2a, the enabling of the encryption circuit 5 
is started, and is finished at a time T12b. This makes 
it possible for the DVD drive 8a to record also the 
encrypted data. The encoded data is continuously stored 
in the memory 4 also for the duration of time. 

When an amount of data stored in an area in the 
memory 4 assigned for recording becomes not less than a 
specified amount Sri after a time T2b when the 
preparation of recording by the DVD drive 8a is finished, 
data is transferred via the first data control circuit 2a 
to the encryption circuit 5, is encrypted by the 
encryption circuit 5, and then is returned again via the 
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first data control circuit 2a to an area in the memory 4 
assigned for writing. Thereafter^ immediately the 
recording of data on the recording medium by the DVD 
drive 8a from the interface 6 via the first data control 
circuit 2a to the DVD drive 8a is started. 

The recording of data on the recording medium is 
performed via the interface 6 and the DVD drive 8a until 
an area in the memory 4 assigned for recording becomes 
not larger than a specified capacity Sr2 . The writing 
rate of data on the recording medium by the DVD drive 8a 
is approximately several tens Mbit/sec and hence the 
recording of data on the recording medium takes several 
times as long as the time required to transfer data to 
the memory 4. Assuming that the bit rate of encoding by 
the MPEG encoder 1 is x Mbit/sec and that a time when 
writing data to a magneto-optical disk starts is T3 , the 
required minimum capacity C4 of the recording area in the 
memory 4 needs to satisfy a relationship formula of 
C4 > X X (T3 - Tl) . 

Moreover, several to several tens kbyte of capacity is 
adequate for the area in the memory 4 assigned when data 
is once transferred to the memory 4 from the encryption 
circuit 5, because data is immediately recorded on the 
recording medium by the DVD drive 8a. 

The encoded digital recording signal is 
continuously outputted from the MPEG encoder 1 also after 
the DVD drive 8a becomes capable of recording data. 
Since the writing rate of data to the recording medium is 
faster than the rate of outputting of data by the MPEG 
encoder 1, the memory 4 does not overflow as shown in FIG. 
8. The writing of data to the recording medium is not 
performed until the area in the memory assigned for 
recording 4 again reaches a specified capacity. Each 
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time the area exceeds a specified capacity, data is 
written in a lump. 

Therefore, even when a request of recording a 
program that needs to be encrypted is made during process 
of the start-up of the DVD drive 8a, during process of 
the start-up of the DVD drive 8a and during process of 
enabling the encryption circuit 5, data can be stored in 
the memory 4. After the enabling of the encryption 
circuit 5 is completed, data can be encrypted and 
recorded in the DVD drive 8a. As a result, even a 
program that needs to be encrypted can be recorded from a 
time when a request of recording is made. 

Sixth Embodiment 

The same function and effect as in the first and 
fifth embodiments can be obtained by the case of another 
configuration that is different from that of the system 
diagram shown in FIG. 1 and described in the first and 
fifth embodiments. Hereinafter, the description with 
reference to this case will be made. 

FIG. 9 is a system diagram showing another 
embodiment of a digital recording apparatus according to 
the present invention. A description of this figure will 
be made with reference to different points from the 
system diagram shown in FIG. 1 of the first embodiment. 
Although information could be transmitted between the 
first data control circuit 2a and the encryption circuit 
5 bidirectionally , information can be transmitted only 
from the first data control circuit 2a to the encryption 
circuit 5 in the sixth embodiment. Moreover, both of the 
first data control circuit 2a and the encryption circuit 
5 can transmit information to the selector 12. The 
selector 12 can select data from the first control 
circuit 2a or data from the encryption circuit 5 to 



28 



546701WOT 



transmit information to the interface 6. 

Moreover^ since data and the like other than 
encoded data are always outputted from the first data 
control circuit 2a to the interface 6, when an 
information transmitting line for data that is encrypted 
is made to meet an information transmitting line for data 
that is not encrypted without providing the selector 12, 
data collides with each other to break the circuit. 
Therefore, the selector 12 is provided at the meeting 
point of the information transmitting line for data that 
is encrypted and the information transmitting line for 
data that is not encrypted. 

An operation will be described. Basically, the 
operation is the same as the operation in the first and 
fifth embodiments and different parts of the. operation 
will be described. 

In the case of a program that does not need to be 
encrypted, in the first embodiment, data that is not 
encrypted is transferred from the memory 4 via the first 
data control circuit 2a to the interface 6, whereas in 
the sixth embodiment, data that is not encrypted is once 
transferred from the memory 4 via the first data control 
circuit 2a to the selector 12 and then after the selector 
12 selects data that is not encrypted, the data is 
transferred to the interface 6. Moreover, in the case of 
a program that needs to be encrypted, in the first 
embodiment, data is encrypted by the encryption circuit 5 
and then the encrypted data is returned via the first 
data control circuit 2a to an area in the memory 4 
assigned .for writing and then is outputted via the first 
data control circuit 2a to the interface 6, whereas in 
the sixth embodiment, data is encrypted by the encryption 
circuit 5 and then the encrypted data is once transferred 
to the selector 12 and after the selector 12 selects the 
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encrypted data, the encrypted data is transferred to the 
interface 6 . 

Therefore, after data is encrypted by the 
encryption circuit 5, the encrypted data is not returned 
via the first data control circuit 2a to an area in the 
memory 4 assigned for writing and hence an area in the 
memory 4 assigned for writing does not need to be secured. 
Moreover, since an amount of data per unit time passing 
through the first data control circuit 2a becomes small, 
a data transfer rate can be made slower than in the first 
and fifth embodiments, which results in reducing the size 
of the system and further reducing power consumption. 

Seventh Embodiment 

The same function and effect as in the second 
embodiment can be obtained by the case of another 
configuration that is different from that of the system 
diagram shown in FIG. 3 and described in the second 
embodiment. Hereinafter, the description with reference 
to this case will be made. 

FIG. 10 is a system diagram showing another 
embodiment of a digital reproducing apparatus according 
to the present invention. A description of this figure 
will be made with reference to different points from the 
system diagram shown in FIG. 3 of the second embodiment. 
Although information could be transmitted between the 
second data control circuit 2b and the decryption circuit 
10 bidirectionally , information can be transmitted only 
from the second data control circuit 2b to the decryption 
circuit 10 in the seventh embodiment. Moreover, both of 
the second data control circuit 2b and the decryption 
circuit 10 can transmit information to the selector 13. 
The selector 13 can select data from the second control 
circuit 2c or data from the decryption circuit 10 to 
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transmit information to the MPEG decoder 11. 

Moreover, since data and the like other than 
encoded data are always outputted from the second data 
control circuit 2b to the MPEG decoder 11, when an 
information transmitting line for data that is decrypted 
is made to meet an information transmitting line for data 
that is not decrypted without providing the. selector 13, 
data collides with each other to break the circuit. 
Therefore, the selector 13 is provided at the meeting 
point of the information transmitting line for data that 
is decrypted and the information transmitting line for 
data that is not decrypted. 

An operation will be described. Basically, the 
operation is the same as the operation in the second 
embodiment and different parts of the operation will be 
described. 

In the case of a program that does not need to be 
decrypted, in the second embodiment, data that does not 
need to be decrypted is transferred from the memory 4 via 
the second data control circuit 2b to the MPEG decoder 11, 
whereas in the seventh embodiment, data that does not 
need to be decrypted is once transferred from the second 
data control circuit 2b to the selector 13 and then after 
the selector 13 selects the data that does not need to be 
decrypted, the data is transferred to the MPEG decoder 11. 
Moreover, in the case of a program that needs to be 
decrypted, in the second embodiment, data is decrypted by 
the decryption circuit 10, and then the decrypted data is 
returned via the second data control circuit 2b to an 
area in the memory 4 assigned for reproducing and further 
is outputted via the second data control circuit 2b to 
the MPEG decoder 11. In contrast to this, in the seventh 
embodiment, data is decrypted by the decryption circuit 
10 and then the decrypted data is transferred to the 
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selector 13, and after the selector 13 selects the 
decrypted data, the decrypted data is transferred to the 
MPEG decoder 11 . 

Therefore, after data is decrypted by the 
decryption circuit 10, since the decrypted data is not 
returned via the second data control circuit 2b to an 
area in the memory 4 assigned for reproducing, an area in 
the memory 4 assigned for reproducing does not need to be 
secured. Moreover, since an amount of data per unit time 
passing through the second data control circuit 2b 
becomes small, a data transfer rate can be made slower 
than in the second embodiment, which results in reducing 
the size of the system and further reducing power 
consumption . 

Eighth Embodiment 

The same function and effect as in the third and 
fourth embodiments can be obtained by the case of another 
configuration that is different from that of the system 
diagram shown in FIG. 5 and described in the third and 
fourth embodiments. Hereinafter, the description with 
reference to this case will be made. 

FIG. 11 is a system diagram showing another 
embodiment of a digital recording/reproducing apparatus 
according to the present invention. A description of 
this figure will be made with reference to different 
points from. the system diagram shown in FIG. 5 of the 
third embodiment. 

In the recording side, although information could 
be transmitted between the third data control circuit 2c 
and the encryption circuit 5 bidirectionally , information 
can be transmitted only from the third data control 
circuit 2c to the encryption circuit 5 in the eighth 
embodiment. Moreover, both of the third data control 
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circuit 2c and the encryption circuit 5 can transmit 
information to the selector 12 . The selector 12 can 
select data from the first control circuit 2a or data 
from the encryption circuit 5 to transmit information to 
the interface 6. 

In the reproducing side, although information could 
be transmitted between the third data control circuit 2c 
and the decryption circuit 10 bidirectionally , 
information can be transmitted only from the third data 
control circuit 2c to the decryption circuit 10 in the 
eighth embodiment. Moreover, both of the third data 
control circuit 2c and the decryption circuit 10 can 
transmit information to the selector 13. The selector 13 
can select data from the third control circuit 2c or data 
from the decryption circuit 10 to transmit information to. 
the MPEG decoder 11, 

An operation will be described. Basically, the 
operation is the same as the operation in the third and 
fourth embodiments. The different parts of the operation 
in the case of receding are the same as those in the 
sixth embodiment. The different parts in the case of 
reproducing are the same as those in the seventh 
embodiment . 

Therefore, after data is encrypted by the 
encryption circuit 5, the encrypted data is not returned 
via the third data control circuit 2c to an area in the 
memory 4 assigned for writing. Hence the area in the 
memory 4 for writing does not need to be secured. 
Moreover, since an amount of data per unit time passing 
through the third data control circuit 2a becomes smaller, 
a data transfer rate can be made slower than that in the 
third and fourth embodiments, which results in reducing 
the size of the system and further reducing power 
consumption . 
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Moreover, after data is decrypted by the decryption 
circuit 10, the decrypted data is not returned via the 
third data control circuit 2c to an area in the memory 4 
assigned for reproducing. Hence the area in the memory 4 
for reproducing does not need to be secured. Moreover, 
since an amount of data per unit time passing through the 
third data control circuit 2c becomes smaller, a data 
transfer rate can be made slower than that in the third 
and fourth embodiments, which results in reducing the 
size of the system and further reducing power consumption 

In the first to eighth embodiments, the 
descriptions have been made on the precondition that 
mutual authentication is performed between the DVD drives 
8a to 8c and the mutual authentication circuit 9. 
However, when both are connected to each other by a local 
interface or when the integration of an LSI is advanced 
to integrate an LSI for the DVD drive 8a to 8c and an LSI 
for signal processing side into one piece, there is no 
need for performing mutual authentication and hence, in 
this case, the mutual authentication circuit 9 is not 
necessary. Moreover, although the cases where the MPEG 
encoder 1 and the MPEG decoder 11 are used for encoding 
and decoding data have been described, encoders and 
decoders of other types can be employed, and when 
encoding is not necessary, it is not necessary to provide 
an encoder and a decoder. 

Furthermore, the DVD recorder (recording apparatus) 
or the DVD player (reproducing apparatus) has been 
described in the first to eighth embodiments, but the 
present invention can be applied also to a recording 
apparatus and a reproducing apparatus using a hard disk 
or a semiconductor memory. 
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INDUSTRIAL APPLICABILITY 

According to a digital recording apparatus, a 
digital reproducing apparatus, a digital 

recording/reproducing apparatus, an encryption apparatus, 
a decryption apparatus, an encryption method, and a 
decryption method of the present invention, regardless of 
whether or not data needs to be encrypted or decrypted, 
recording or reproducing can be performed smoothly always 
from when a request is made. 
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